Heartbleed Bug

openssl / t1_lib.c

2584 tlsl_process_heartbeat (SSL *s)
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buffer = OPENSSL_malloc(l + 2 + payload + padding
bp = buffer;

/* Enter response type, length and copy payload
*bp++ = TLS1_HB_RESPONSE;
s2n(payload, bp);

memcpy(bp, pl, payload);

bp += payload;

/* Random padding */
RAND_pseudo_bytes (bp, padding);
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